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ABOUT

Treacle Technologies features an Al-Based Proactive Deception System that detects, disguise, and deceives the adversaries..
Our flagship platform, i-Mirage , uses Artificial Intelligence to deploy decoys that engages the adversaries with precision. By
introducing pro-active defense mechanism in the network, i-Mirage allows organizations to uncover threats at a very early
stage of the cyber kill chain and respond with actionable intelligence.

With a focus on innovation and quantifiable outcomes, Treacle has earned recognition through national-level programs and
has been adopted by leaders across different sectors. The platform empowers the organization to know the unknown, reduce
response time, and strengthen cyber resilience.

WHY i-MIRAGE

Deploys decoys that simulate real network assets and system
behavior, adapting in real time to adversary’'s movements and TTPs
for maximum believability.

Behavior-Based
Adaptive Dacoys

IEIIESLe)  Continuously learns from adversary's interactions to improve
detection accuracy without requiring manual rule updates.

Nedr Zoro Falsa Generates alerts only when adversaries engage with decoys,
Positives eliminating noise and ensuring every alert is a real threat.

DIscovaty of Captures malware and payloads not seen by public databases,
Unknown cnd o AR
Zero-Day revealing novel threats before traditional tools can detect them.

Sez-nfjﬂ%brfeﬂgm Automatically heals compromised decoys while capturing
Attribution adversaries’ behavior and techniques for future analysis.

Live Capture of Collects and preserves adversary's tools, scripts, and files for
Unigue and Targeted . . . . q
Nontaies ‘ in-depth forensic analysis and threat intelligence.

i-Mirage™ deploys a wide range of decoys such as HTTP, SSH, RDP, FTP, VPN, Active Directory, SQL,
Realistic High-Fidelity SMB, and OT/ICS systems, along with specialized decoys such as SQLI, LFl, XSS, RCE,
- reverse shells, and protocol abuse like Modbus, LDAP, DNS, SMTP, OCTOPUS (malware capturing
| & Specialized Decoys y g o
3 - decoy) and printer services, ensuring broad and deep deception coverage across diverse attack
surfaces.

i-Mirage™ integrates seamlessly into existing and complimenting technologies

| Integration with by exporting structured JSON data and APIs, enabling smooth interoperability

Existing Ecosystem with monitoring, response, and intelligence platforms already deployed in the
organization.

| Clearand Presents all technical findings in simplified reports that decision-makers can
Executive-Friendly understand and act on confidently.
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CYBER DEFENSE FOR THE DIGITAL AGE

____Domain___| Capabilities

Identity & Access Active Directory decoys, Decoy-docs
Data Security Lure files, fake databases (SQL, NoSQL), data exfiltration
Customized Threat Intelligence Real-time I0C extraction, Attack replays, IP reputation scoring, Targetted Malware Capture
Infrastructure Security loT, SCADA, legacy system deception for hybrid networks
Incident Response Threat attribution, timeline visualization, forensic replay

Automation & Orchestration
& Recommendation Engine

KEY ARCHITECTURAL COMPONENTS

i-Mirage™ Deception Engine

Includes an extensive suite of high-interaction decoys such as HTTP, FTP, SSH, RDP, VPN, SQLi, LFI, XSS, Active Directory, Printer,
DNS, LDAP, SMTP, SMB, Modbus, Database, OT/ICS systems, specialized Malware Capturing Decoy (Octopus) and Reverse Shell
environments. Each decoy mimics real services and assets to lure, engage, and analyze adversaries without exposing
production systems.

Risk-weighted IP blocking, automated decoy tuning

Depinymant Banie Private Internal Network
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Distributed Event Streaming Platform
Streams real-time telemetry data from all decoy zones,
including DMZ, internal networks, and operational i
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technology (OT) environments. Ensures continuous e ﬂ
logging, alerting, and data synchronization across it
the platform for unified threat visibility so¢

Self-Restoration and Containment Engine
Automatically restores compromised decoys to a clean state while preserving full forensic records of adversary’s actions.
Enables uninterrupted engagement and immediate deception surface recovery during active threats

Al-Guided Deployment and Customization Engine
Learns from adversary's dwell time, lateral movement patterns, and TTPs (tactics, techniques, and procedures) to dynamically
update decoy configurations and increase adversary interaction depth

Specialized Malware Capture Decoy
Isolate, records, and analyzes tools, scripts, and malware deployed by adversaries. Extract actionable Indicators of Compromise
(IoCs) for threat intelligence feeds, supporting early detection of novel threats and zero-day exploits

TRUSTED BY

Treacle Technologies currently serves organizations across the following sectors:
A leading higher education institute

A major state law enforcement department

One of India’s busiest international airports

A global engineering and defense technology company

A key state government department

These clients operate in high-risk environments and rely on i-Mirage™ for continuous threat detection, proactive defense, and deception-led resilience.

Treacle Technologies currently serves organizations across the following sectors:

d for gover backed i grants from the Ministry of Electronics and IT, Department of
Backed By Telecommunications, and Department of Science and Technology, Government of India.
Innovation and Winner of the AWS Campus Fund Grand Chall receiving international cloud credits and support. Selected among top Indian
National Recognition startups to represent the country at the Dubai Expo under the Startup India initiative.
Supported by leading deep-tech incut s and institutional partners including C3iHub and SIIC at IIT Kanpur.
Backed by leading angel i S,

This foundation of public and private sector support reflects Treacle's strength as a research-led and commercially validated



USE CASES ACROSS SECTORS

Banking/Finance
Ransomware, Credential Reuse, Lateral Movement, Targetted
Malware, Early Response to Attacks

Government
Zero-day protection, APT detection, SOC optimization

Manufacturing/0T
ICS protocol decoys, SCADA lateral movement

Telecom
Early Attack Detection, rogue base station detection

Healthcare
Patient data lure traps, medical device mimicry

Enterprise-Ready Deployment Options

Hardware-Assisted On-Prem Deployment \ Private Cloud or Data Center Hosting

Deploy securely within your private cloud
or hosted data center environment, with
complete administrative control.

Treacle can provide dedicated appliances for on-
premises deployment, fully pre-configured and
optimized for your environment.

Enterprise-Ready
Deployment
Options
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On-Prem Virtual Machine Installation ===

EEE—

Deploy i-Mirage directly on your organization’s e
existing virtual infrastructure without the need
for additional hardware.

Cloud-Native Deployment " o = \—y

Run the complete platform on public cloud
infrastructure for scalable, maintenance-
light operation with full feature parity.

-0
O"Q Treacle
@ Tech

Security, Trust, Assurance

4

S}

Hybrid Architecture for IT and OT

Distribute components across cloud and on-
prem systems to match specific use cases,
especially for IT-OT convergence scenarias

6

odular and Custom-Tailored

Configurations

Design the architecture to fit your network
scale, compliance requirements, or integration

stack, with modular components that adapt to

your infrastructure.
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USER BENEFITS

Compatible with Air-Gapped and

Disconnected Networks
I-Mirage™ is fully functional in offine. isolated. or
sir-gapped erwironments. making it suitable for
highly secure or critical infrastructure settings.

a

Complete Support for
Smart Devices, loT, and loMT

Spacialized decoys emulate Industrial smart. and
medical devices. enabling deception in
environments often underserved by traditional
security tools,

Focused Alerts That Matter

I-Mirage™ delivers high-confidence alerts based
only on verified adversaries’ interaction, helping
security teams prioritize real incidents without
wasting time on false positives.

Accelerated Incident Response

Detailed forensics. replayable attack paths. and
organized telernetry enable faster Investigation,
reducing response time and improving resclution

efficiency.
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Seamless Integration with
Existing Systems

The platform integrates easily with your current

High Operational Value
at Lower Cost

Treacle provides enterprise-grade deception
capabilities with modular depleyment and
flexible pricing, offering excellent return on

cybersecurity infrastructure using structured
150N and APls, supporting beth madern and
legacy envirenments,

irvestment.

Psychological Cost

Escalation for Adversaries

By presenting decays that behave like real systems
and triggering progressive engagement, i-Mirage™
increases time, effort. and risk for adversaries.
discouraging further intrusion attempis.
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Comprehensive Coverage
Across IT, OT, and Cloud

Custormers benefit frem complete protection
across diverse envirenments, including
traditional IT networks, industrial systerns, and
cloud-based assets.

Reduced Workload
for SOC Teams

Analysts recelve clear, context-rich alerts
that eliminate unnecessary triage.
allowing teams to focus on actual threats

rather than sorting through noise,

Support for Audit and

Compliance Readiness

The system logs adversany's actions, timelines, and
technical Indicators, helping teams demenstrate
proactive security posture during audits or regulatory
reviews.

Rapid Deployment with

No Network Redesign

Treacle i-Mirage™ deploys decoys and embedded
honeytokens using network-based methods, without
requiring agents or changes to production
endpaints. This ensures zero disreption and
simplifies compliance in tightly controlled
environments.

Valuable Intelligence
from Every Threat

Captured malware. behavioral logs, and
adversary’s methods are comverted into
organization-specific threat intelligence that
improves future readiness,

Adaptive Scaling Based
on Threat Levels

Basad on obsarved adversary behavior, i-Mirage™
autematically scales or shifts decoys to high-risk
areas, maintaining effective deception as the threat
environment evolves.

CONTACT TREACLE

| contact@treacletech.com | +91 8420407686

www.treacletech.com | IIT Kanpur & Gurugram



